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Procedure SetDataHexBlock(const sVID: WideString; const sPWD: WideString; Start:
Word;DatalLen: Word; const DataHexBlock: WideString);
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Function GetDataByte(const sVID: WideString; const sPWD: WideString; Address:
Word): Byte;
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Function GetDataBlockStr(const sVID: WideString; const sPWD: WideString; Start:
Word;DatalLen: Word): WideString;
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Function GetDataHexBlock(const sVID: WideString; const sPWD: WideString; Start:
Word;DatalLen: Word): WideString;
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Function GetEncryption(const sVID: WideString; const sPWD: WideString; const
sPData: WideString;Repetition: Word): WideString;
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Function GetDecryption(const sVID: WideString; const sPWD: WideString; const
sCData: WideString;Repetition: Word): WideString;
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Function ConvDelimiteredStringToString(const strDCnv: WideString;const ALen:
Word=16;const Sep: WideString="."): WideString;

35 235 DN oo 1 558118 ey ulgiso wmigy ozl I eslasiwl b

Subzo WideString & jguo 6g g puiS (Jadud paslg 50 68 Sublb,0 (539 9 6y ol jb ¢l :strDCnv
DAS 50 oo |y 3gud Judad Cuwl 138 oS sl ool Jgb :AlLen

.>gai 50 631

S 15 s

ConvStringToDelimiteredString DNString oo (5381518 oy jl ol y Josas

Function ConvStringToDelimiteredString(const strCnv: WideString;const ALen:
Word=16;const Sep: WideString="."): WideString;
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Function ConvHexStringToDelimiteredString(strHCnv: WideString;const ALen:
Word=16;const Sep: WideString="."): WideString;
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Function ConvDelimiteredStringToHexString(const strDCnv: WideString;const ALen:
Word=16;const DSep: WideString=".";const HSep: WideString=""): WideString;
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Function ConvStringToHEXString(const strCnv: WideString;const ALen:
Word=16;const Sep: WideString=""): WideString;
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Function ConvHEXStringToString(strHCnv: WideString;const ALen: Word=16):
WideString;
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Procedure SetUserPWD(sOUPWD,sUPWD:WideString);
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Procedure SetUserKEY (sUPWD,sNKEY:WideString);
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Function GetTimerCounter: integer;
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Procedure Activate(ActivationCode: WideString);
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Procedure DecreaseCounter;
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Function RSAEncrypt(KeyType: Integer; const sPData: WideString; const sUPWD:
WideString;const sKey: WideString): WideString;
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Function RSADecrypt(KeyType: Integer; const sCData: WideString; const sUPWD:
WideString;const sKey: WideString): WideString;stdcall export;
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Function GetPublicKey(const SerialNo: WideString; const ConsoleURL: WideString):
WideString;stdcall export;
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Function GetHashStr(HashType: Integer; const sPData: WideString):
WideString;stdcall export;
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Function GetSignature(const sUPWD: WideString; const sPData: WideString;
HashType: Integer;const sPrivateKey: WideString): WideString;stdcall export;

So 9 rogias SlS S oLl b Joe ol -1 plasl §98 iy b glgiso 1y 631 oy Jlzus sbaol sl

-3 o0 Pl (5 jlusas js gy

QQ.WL,.D uul.: ng.O.iD MMJ D yguo oy oS 594» Lao!l Cuwl J|J§ oS Cuwl 031y :sPData

MD5 ¢ MD4MD2 iy 951 (o320 60 6S 35bb £ L P P ¢ ] I g3lael 3wlgiuo (5 lumos 53 &9o :HashType
Zuwl SHA-1 L

b S 1o PE L AP Jgb b (53ulS Mlgh,0 oS

Ao HEX 6y <940 6 S Cuwl 630 Guly 6315 (Laol :iiS jL ylado

NErr_DNS ,nErr_OTE ,nErr_BSY ,nErr_DNF ,nErr_INVHT ,nErr_OK :lalh> élg.‘:l
NErr_INSKL, nErr_INVKL ,nErr_10E ,nErr_RSANS,

VerifySignature 031> Sy gbaol jluiel o

procedure VerifySignature(HashType: Integer; const sPData: WideString;const
sSignature: WideString; const sPublicKey: WideString);stdcall export;
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function SetRSA(const sUPWD: WideString; KeyLength: Integer): WideString;
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property ErrNo: Word
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property ErrDescrFA: WideString
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property DeviceName: WideString
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Mls S0 p widestring €95 jl 533 j1ado g Cuwl (933195 68 4hS, jgb o buaRiio

DeviceVer 9iw> 62w S obuwg Uiy 5o

property DeviceVer: WideString

1y 03 zlawbud sduawg Ui yLSs property ¢l GetNextDevice |, GetFirstDevice |l sslaiwl jl guy

Mls S0 p widestring €95 jl 533 j1ado g Cuwl (333195 68 4hS, jgb o buatiuo

DeviceSerial g2lw> o2 S oduwg JU jow 6 jlosis

property DeviceSerial: WideString

03u% | pbwliud aluwg JU pw ol property (ol GetNextDevice L GetFirstDevice jl oslaiwl jI yua
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SelectedName o3 wlail eluwg EPL

property SelectedName: WideString

D350 iulas 1 6300 bwlub sluwg L property ¢yl SelectDevice jl oslaiwl jl Gy

Mls S0 p widestring &y Jl e jlado g Cuwl (533193 a8 5hSy jgb oy suaiibuo ol

SelectedVer o3 Ll sdung Uiy 8o

property SelectedVer: WideString

B30 iglad |y 6308 (ubwlud oluug Uiy S property ¢l SelectDevice jl oslaiwl jlI Guy

Mls S0 p widestring €95 jl 533 j1ado g Cuwl (333195 68 jhS, jgb o duatiio

SelectedSerial o3k wlRil aluwg JU juw 6 jloui

property SelectedSerial: WideString
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if (§_SESSION["UserSerial™]==""1{ ?>.lagrc?
+

else

echo(s SESSION["UserFullname™]."(".5 SESSION["UserSerial™].™)"):
=

:Register.php

U oo S fate Oy g a4 anlid i &S Sose 5ol allls )8 (’UC"?:LS‘J{(’JA&‘
S 33 35 e okl el J13 ngae LS ¢ 0Ly S 033 L s oS o DS ) S 550
au ol 3yl Dlasiin Oy s pl 08 53 355 0 Slayiey 4 Olasiie (il sdd GO allll &S
338 o sl SO

S o S 1 e 4 Joate sla anlil sluss &S sl javascript G «Check_Lock()
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function LoadPublic{)

{

if (nl.GetDeviceCount{)>=1}

{

nl.Selecthevice{devierials[RegForn. devs. selectedIndex]) ;

}

FegForw. PublicKey.walue=nl.GetPublicKey{nl.GetSerial{}}:

if (nl.ErrNo} alert{'Error in getting public kevy:'+nl.ErrDescr);
}

o Slasein (il 4l 5 U s Jb e ojled STSL s Slasiin S a4 b e &l g2as
Jj.&&u.:l.w))j)‘UL@.JQLD;.L.AJw“ub&LJJJQﬁAJw;‘U‘JJ;JoDJJN&L’

=?
if | §_POST["Lewel™]=="next")
{
g§derial=5_ POST["dewierial™]:
if ($3erial=="")
f§8erial=§_ POST["dews"]:
jcn=odbc_connect|"dssanple™, ", "7
frs=odbhc_execifcn,"Select ¥ from thPersons where TokenSerial='".§Serial.”™'"):
if ('odbc_fetch row($rs))
i
§3q1="INSERT INTO thPersons( FName, LName, Tokenierial, TokenPublicKey)
VALUES('".§_POST[Fname].”','".§_ POST[Lname].”','".§Serial.”','".5_POST[PublicKey].”')";
odbc_exec($cn,saql);
ferra="o S plo Ly ooddge alfl wa”:
i
else
{
§agql="Update thPersons set FName='".§_PO3T[Fname].™', LName='".5 PFOST[Lname].”',
TokenPublicKey='".45_ PO3T[PublicKey]."”' Where TokenZerial='".gSerial.”'";
odbc_exec (§con,sa0ql);
ferra="u L8 Jlogpw 48 oot vl osoe o latdie bwgdga L7
'
'
¥

:Charge.php

Lalid )3y 339 sbaist jHuh Juis
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OTP i) & 2555 S bl 5L
2 o5 30) anlid 5 joy Sl 35 e 0303 hlad g8 (pl AL 3 g e a3 S S5

el 58 3,0 dlaas STas Glae 4 5559 slael sliad 5 8 55l 1) (Fail o e e 30y LS
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oS bl [ O ol S w15 o b ol 3 oS Sl iy plnil AES o2, 5SI L OTP g5 4 5505
258 oo ol o el e SHLE 4aSs (g5, SIS'L

03,55 S5 AES (gl L WIS pas ST 5dee Sl | GoGenerate() o6 55l S 055 L
=6 ol =1 5l GenerateNew() b e 3 b Sl b OSGl Jal (pl LT oS S o S L

Aas fl.?r_}\ s sleel s @LT ol osd o Sl 3

function GoGenerate()
{
doWork = true;
OTPCH. doETH. disabled=true;
if {nl.GetDeviceCount(y>1})
{
nl.3electhevice{devierials[0TPCH. dews. selectedIndex]) ;
OTPCH. Serial.walue =dev3erials[0TPCH. devs.selectedIndex] ;
}
var Bndle='';
dAtPD=nl.ConwitringTolelini tereditring{0TPCH. PUD. wvalue} ;
if (0TPCH.HWNewdES,.checked)

{
Endlé+=Math.floor{Math.random({) *256) ;
for {var j=1;3<16;3++)
Endle+=".'+Math. floor{Hath. random{) *256) ;
nl.3etUzerEEY{dcPWD ,Endl6) ;
if {nl.ErrNo'=0)
{
alertf' Lhs 4o jpoed ool wusl '+nl.ErrDescrFa)
return;
}
}

cnt=25+0TFCH. Credit. selectedIndex*25;
pRatio=200/cnt:
Bndlg="'"';
Fndlé+=Math.floor{Math. randon{) *256) ;
for {(var j=1;)<16:3++)
Bndlée+="'.'+Math. floor{Math. randon{) *256) ;
pln=Endl&;
xml.open{ "GET", "http: //<? echo 5§ SERVER['SERVER_NAME']?-:8080/ds-php/0TP-PHP/Subnicltp. php feTime="+Date () +"s3erial ="+
Serial.waluet+"saction=Deletedll”, false) ;
xml.send() ;
if {(xml.status!=200}
{
alertf' Lhs 4o iz ooy gle 8 '+xml.statusText)
return;

}

thllevel.width=2;
i=1;
Generatelew() ;
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function GeneratelNew()

{
ciph = nl.GetEncryption{'0.0.0,0',dtPUD, pln, 1) ;
if (nl.ErrNo!=0)
{
alert{'lhs 4o uatgs 3oy '4+nl.ErrDescrFi);
return;
}
xul.open{"GET","http: / /<7 echo §_ SERVER['SERVER_NAME']s>
: 50580 /ds-php /0TP-PHP /SubnitOtp.php?Serial="+
OTPCH. Serial.value+” &0cpl="+pln+"s0tpd="+ciph, false) ;
®ul.send{);
if {xml.status!=z00)
{
alert{'Uas L0 cod aiojey el '+xml.statusText):
return;
}
pln = ciph;
thllewel.,width=Math, floor{i*pRatio) ;
if {(i+cnt) setTimeout{'GenerateNew():',1):
else
{
alert{' woalotel oy ololy wwwa'hs
OTPCH. doBTH.disabled =false;
doWork=false:
}
}
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if (§Lewel==2 |

{

2pi e Sl Sao o tbotp Jsdr Wil s (53555 Slasiis

§0TPana=5_FOST["0TPreply™]:
§8erial=5_POST["Serial™]:
if ($3erial=="")

i

'

§3erial=4§_ POST["dews"];

jcn=odbc_connect("dssample”, "™ 7]

§3ql="3ELECT otp.id, Per.id as PID,per.TokenPublicEey,per.FNane, per.LName FROM thPersons
per INNEER JOIN thOTP otp ON per.ID = otp.PersonID WHERE (per.TokenSerial = '".§3erial.™')
AND [otp.HNewPass = '".50TPans."') and (otp.used=0)";

s$rs=odbc_exec(éfcn,§s5ql);

if (l!odbc_fetch row(srs))

{

else

Err=3;
sLevel=1;

§_AESSION["UserSerial™]=4§Serial:
§_SESSION["pub™]=odbc_result(grs, " TokenPublicKewy™):
§_AEASION["UserID”]=odbc_resultisrs, "FPID™);

§_SESSION["UzerFullname” J=odbc_result(grs, "Fane™).” ".odbc_resultisrs,"LHame");
§sql="TUpdate thotp Set Used=1 Where ID=".odbc_result($rs,”id"):
odhc_exec(gcn,saql);

$50L="5ELECT Count(*) as otpCHT FROM thPersons per INNER JOIN thOTP otp

ON per.ID = otp.PersonlIl WHERE (per.TokenSerial= '".§3erial.”™') and {otp.used=0)";:
frs=odbc_exec(fon,$50L) ;

otpCNT=odbec_resultisrs, "otplHT™)

«changePIN.php

A ey s

PINCode juii
| Jontes 1902 50
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| PSR
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S o et S ey OTS1LSS 5 Ao 5508 s 5 had s 505 035 3005

D3 3oy O3l s gl ChangePIN() &b
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function ChangePIN({}

{

if
{

H

else

{

else

PINForm.NewPINl.walue!=PINForm.NewPINZ.wvalue)

PINForm.NewPINl.walue="'"';
PINForm.NewPINZ.walue="'"';

alert{"”ja, sawe o g o185 ol ol st )2
if {(PINForm.NewPINl.walue=='"'

if {oonfirm{'eeeion gl Wi gaaial oalon T LeSle oo usslas joy sase gl pubis Tuaslé'))
{

nl. SetUserPWD{nl. Conv3tringTolelinitereditring {PINForn. CurrPIN. value) ,

nl. ConwitringToDelinitereddtring{PINForn. NewPIN1.wvalue)) ;

if (nl.ErrNo} alert{'lhs o oo’ geaeiey wousi'\n'+nl.ErrDescr);

else alert{' jpacio) poiad adla');

nl.SetUserPWD{nl. ConvitringTolelinitereddcring{ PINForm. CurrPIN. value) ,
nl.ConvStringTolelinitered3tring{PINForn. NewPIN].value)) ;

if {nl.ErrNo} alerti'la< Lo ood gpoaejae wousiin'+nl.ErrDescr);

else alert{'  jgiejo) pres odl ')

:Copmpose.php
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odhc_connect | dssauple™, ™™, ") ;

gsgl="%elect * from thPersons ";
frs=odbc_exec(§cn,53ql);

while (odbc_fetch rowi$rs))

i
e
7 ; echo odbc_resultifrs,”id™)?="
<? echo odbc_result($§rs,"Fname™).” ".odbc_resultifrs, Lname™) 2>
=2
'

&S 3 sl 2 AES r;wﬁ;\.m@ru,awuoz;auﬁgﬁt,@m@&wcﬁu

function N_AESEncrypt()

("3"5;5“ oJLfL:.w\

..L.uL: VJ&)\.%L@\ SERY AJLafuJ.go))LG J§\

{
wvar BndEey=mew Lrray{3Z);
for {(war i=0;i<3Z;i++)
EndEey[i] =Math. floor {(Math. randon{)} *Z56) ;
DataForm.Eey.walue=byteldrrayToHex (FndEey) ;
AES Initd):
AES ExpandKey{FndKey) ;
war CI='';
wrar PL=DataForm.Text.walue;
var block = mew Lrray{le);
for (var i=0;i<=Math.floor{{PL.length-1) /8) ;i++)
{
for{var j = 0; j < 5; J++)
{
block[i*Z] = {i*5+3>PL.length?0:PL.charCodelC{i*5+3)) % Z56;
block[3*2+1] = Math.floor{{i*&+3>PL.length?0:PL.charCodedt{i®a+3)} / Z56) ;
¥
AES Encryptiblock, RndEey):
CI+=bytelrrayToHex{block) !
}
DataForm. Text.value=CI;
if {DataForm.chk3IGN.checked)
{
var CI='';
var PL=DataForm.3ign.wvalue;
var block = new Lrray{lec);
for {(var i=0;i<=Math.floor{{PL.length-1}/16) ;i++)
{
for{var j = 0; j < l6; j++)
block[i] = (i*16+3>FL.length?0:PL.charCodedt{i*16+30);
AES Encryptiblock, FndKey):
CI+=bytedrrayToHex{block);
}
DataForm. Sign.value=CI;
}
AES Doned():
}

)\J_._Bjmju,e o:%\OpenSSL C‘jf)b)ﬂ@)) ﬁ":'b ails dt‘:?;:b W‘WAS&)}JJJ

.&Sy&a;\)wldu);&\{):@
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=2

gwerify=true;

if(($_POST["chk3IGN"])and [('$_POST["chkSECREET™]))

{
§sig=pack ("H*",% POST["3ign"]):
fpubkeyid = openssl_get_publickey(s_SEZSI0N["pub™]);:
gverify=openssl_werifyi§_ PO3T["data"™],$zig,$pubkevid, 0PENSSL_ALGO_MDS ) ;

jcn=odbc_connect("dssanple™, """,
if (§_POST["Lewvel™]=="next"™)
{
if (§verify)
{
§3ql="IN3ERT INTO thMails({ 3enderID, ReceiwverID, 3ubject, Body, 3imm, AsKey, Secured, Signed
WALUES (.5 SESSION[UserID].”,".5_PO5T[rec].™,'"™.5 POST[Subject].™','".5 POST[Text].™',
'L _POST[Sigm]."','".§_POST[Key].”',07.5_POST[chk3ECRET].”,07.5 POST[chkSIGH].™)";
$rs=odbc_exec(scn,$sql);
i

elze

{

gerr="cannot werify™;

'

Eas

Inbox.php
al sl s

é_éL{) > sla 4ol

ala 2 yls Ll sl =y ‘ sum @
»> | =L |2008-06-10 00:00:00|digital signature|somayeh khoshnood
x5 | |2008-06-10 00:00:00 welcome somayeh khoshnood

el

eI QTC},AJ,« Sgh okl g gl al 4 Shs0 53 Lsd e oesls ules ¢4 ol s 8l sls ael

'>~9”:L5A z::)L:L 13()1(1

=2

§3ql="3ELECT tbMails.ID', tbMails.3ubject,tbMails.Zecured, thMails.3igned, thMails.Createlate, thlMails.Readed,
thPersons. Fllawe, thPersons.LNane FROM thMails INNER JOIN thPersons ON thMails.ZenderIl = thPersons.ID WHERE
|thails.ReceiverID = ".§_ SEASION[UzerID].” order by CreateDate desc™;

geon=odbc_connect ("dssample”, """, ") ;

srs=odbc_exec(scn,$3ql);

while (odbc_fetch row($rs))

{
=3
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<%1if session("Userierial™)="" then%> l.g %
else
response.write (Session("UserPullnane™ ) &" ("eSession("UserSerial™)s™ ")
end if
5>
:Register.asp
al ol
ol
oalgils ol

| Ao P g aton

b ool 3L Joate D @ anlid L &S Sope 0 Sl anlid )8 ol cS sl e b
S5 53 3 yb e okl ki 13 e e LIS ¢ O LIS 035 L 5 oS o sl |y i 3
i ok )l Sliasein Sy so ol b 3 35d e Slesiay 4 Slasiie (il edd od S aulid &S
33,8 o alsl SO

LS 0 S 1 e 4 Jeate la anlil sluaS oS gl javascript &b :Check_Lock()

Sgh o Sl oLl WIS 055 L aS s e |y anlid 2 e ges AIS @U x| ‘LoadPublic()

function LoadPublic()

{
if {(nl.GetDeviceCount{)>1}
{
nl.%electbevice{devierials[FegForn. devs. selectedIndex] ) ;
}

RegForm. PublicKey.wvalue=nl. GetPublicKey{nl. Get3erial (3}
if {nl.ErrNo} alerc{'Error in getting public key:'+nl.ErrDescr);
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<%

if regquest("Lewvel™)="next" then
Serial=request("devierial™)
if serial="" then Zerial=recuest("dewvs")

set cn=server.createobject(TADODE. connection™)
ch.open 50Lenl
set rs=ch.execute("Select * from thPersons where Tokenierial='"sSerials™'"™)
if raz.eof thed
cn.execute ("INZERT INTO thPersons| FNawme, LName, TokenZerial, TokenPublicKey)
e " WALUES ('"erecquest("FName")s&"',
"erequest("LName™) &' ' TeSerials™! ' Merequest("PublicKeyT )4+ 1)
erEa="oo alo Ly ooidge plfl owa”

else
chn.execute ("Update thPersons set FName='"srequest("FName™)e&"', LName='"srecquest(”LName™)e&™', "a_
" TokenPublicKey='"srecquest("PublicEey")+"' Where TokenZerial='"&3erials™'™)
BEEE="1, ¥ Jlogw 908 2 bah sg . Sleasde o lwajaa aa”

end 1f

set rs=nothing
set cn=nothing
end if

E>
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function GoGenerated)

{
dollork = true:
OTPCH. doETH. disabled=true;
if (nl.GetDewviceCount{)>=1}

{
nl.Selecthevice{dev3erial s[0TPCH. devs. selectedIndex]) ;

OTPCH. Serial.walue =devSerials[O0TPCH.dewvs.selectedIndex] ;
}

var Rndle='';
dePUD=nl.ConvitringTolelinitered3tring {0TPCH. PUD. value) ;

if (0TPCH.MewdiES.checked)

{
Rndlé+=Math.floor{Math. random{} *256) ;
for {var j=1:;3j<l&:j++)
Bndlé+="'."'+Math. floor{Math. random{) *Z56) ;
nl. SetUzerEEY{dtPUD ,Fndle) ;
if {nl.ErrNo'=0)
{
alertf' Lhs 4o jpoes woly uus: '+nl.ErrDescrFa);
return;
}
¥

cnt=25+0TPCH. Credit. selectedIndex*25;
pRatio=Z2007cnt;
Bndle="'"';
Bndle+=Math.floor{Math, randon{} *256) ;
for {war j=1;j<1l6:j++)
Rndla+="'. '+Math. floor{Math. randon{} *256) ;

pln=Bndlé&;
xml.open{"GET" ,"http: //<{%=Fequest. jerverVariables ("server_name") $»/ds/otp/Submitltp. asprtTime="+Date )+ s3erial="+0TF

Serial.walue+"cdction=Deletedll”, false)
xml. zend();
if (xml.status'!=200)

{
alert{' Las L0 s aisjey gle oé'+dml.statusText)

return;
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<%

g Sl 535 4 thOp sl All s (53555 Slail

Err =d
Lewvel=request (" Level™)
if Lewel=2 then

O0TPans=recquest("0TPreply™)
Serial= request("Zerial™)

get Cn=3erver.createcbject|"aDODE. connection™)
cn.open 3QLonl
SQL="3ELECT otp.id, Per.id as PID, per.FName, per.LName "& _
"FROM thPersons per INNER JOIN thOTP otp ON per.ID = otp.PersonID™s _
" WHERE (per.Tokenderial = '"sferials™') AND (otp.NewPass = '"&0TPanss”') and (otp.used=0)"™

set Ra=cn.execute[30L)
if rs.eof then
set Rs=nothing
set Cn=nothing
Err=3
Lewel=1
else
session("UserZerial™)=5%erial
session("UserID™)=rs("PID™)
Sezzion("UserFullname™)=rs("Fane") " "srs (" Lnane™)
cn. execute ("Update thotp Set Used=1 Where ID="&rs("ID"])
3QL="SELECT Count(*) as otpCNT " _
"FEOM tbhPersons per INNEER JOIN thOTPF otp ON per.IDl = otp.PersonID”s _
" WHERE (per.TokenSerial= '"&Seriale™') and (otp.used=0)"
set Re=cn.execute (30L)

otpCHNT=rs("otpCNT™)
zet Re=nothing
get Cn=nothing
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o5 ey O3l ,us ¢l ChangePIN() &b

function ChangePIN{}

{
if (PINForm.HewPINl.walue!=PINForm.WNewPINZ.value)
{
PINForm.NewPINLl.wvalue="'"';
PINForm.NewPINZ.wvalue="'"';
alert{ oy Jpos our g o105 ol ol iRe s T
¥
elge if (PINForm.NewPINl.wvalue=="'!
{
if {confirm{' jeoeiey Jl= o moial aglo. I__.T Ledly oo doslgs Jog gge QLS pahis Suaali'))
{
nl.SetUserPWD{nl. ConvitringToleliniteredString(PINForn. CurrPIN. walue) .
nl.ConwitringTolelinitereditring{PINForm. NewPINL.value)) ;
if {nl.ErrNo} alert{' lhs Lo 2ob jeaeiey wousitin'+nl. ErrDescr):
else alert{' opieiay wied odla');
}
}
else
{
nl. SetUzerPD{nl. ConvitringTolelinitered3tring{ PINForu. CurrPIN. value) ,
nl.ConvitringToDelinitereddtring (PINForn, NewPINLl.value));
if (nl.ErrNo} alert{'lh= o oo ggeejoy sousitn'+nl.ErrDescr) ;
else alert{' jpaejio) wied oslo');
}
}

:‘Copmpose.asp
b |
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50L="3elect * from thPersons where Tokenferial<>'"gsession("Userferial™)s™'"™
set ra=ch.execute [30L)
while not ra.eof
£
ToE=rg (TIDT) 5> <5=s ["Fnane”) &" "ers("Lname” ) 5>

<%

ES.MOVENERT
wend
E

r.:af@ oalaiul
function N_AESEncrypt()
{
var BndEey=mew Lrrav(3Z);
for {var i=0;i<3Z;i++)
PndKey[i] =Math. floor {(Math. randon{} *256) ;
DataForw.EKey.walue=bytedrrayToHex {EndEey) ;

AES_Init():

AFE5_ExpandEey(FndEey) ;

var CI='';

var PL=DataForm.Text.wvalue;

var block = nmew Lrray{le);

for {var i=0;i<=Math.floor{{PL.length-1} /8) ;i++}

{
for{var j = 0; j < &; 1++)
{
block[3*2] = {(i*5+1>PL.length?0:PL.charCodedt{i*3+3)) % 2567
block[i%2+1] = Math.floor{{i*&+3>PL.length?0:PL. charCodedt{i®a+j)) / 256) ;
}
AES Encrypt{block, EndEey):
CI+=bytehrrayToHex{block) ;
H

DataForm. Text.value=CI;

.l...::l.s VA)\QLm‘ Qbf Aiujpuﬁo‘gy\p j§‘
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if {(DataForm.chk3IGH.checked)
{
var CI='';
var PL=DataForm.3ign.walue;
var block = new Lrray{lf):
for {var i=0;i<=Math.floor{{PL.length-1)/16} ;i++}

for{var j = 0; 1 < 167 j++)
block[i] = {i*16+3>FL.length?0:PL.charCodelt{i*16+3));
AFE5 Encrypti{block, RndEey):
CI+=bytehrrayToHex{block);
}
DataForm. 3ign.value=CI;

}
AES Doned):

)“p)vﬁ.\gdﬂ o;L&.:M\Openssl C‘j})b)ﬂW}brﬁ«;L s JLZ:?Q‘J W\L@ASL;)}.;):
M&‘JW‘&&))&JLJJM

<%
set cn=serwver.createobject|"ADODE. connection™)
ch.open 50Lenl
if request("Lewel™)="next" then
SQL="INSERT INTO thMails| SenderID, ReceiwerID, Zubject, Body, Sign, AsKey, decured, Signed)™s _
"VALUES ("sdeasion("UserID™) ", "sRequest("rec”) ", '"srequest(Tiubject” )& ' Tarequest ("Text ) &', M
T rerueat (TESiomT) &7, T
request("EKey" )& 0" srequest ("chk3ECRET™) & 0" srequest ("chk3IGN ) &™) "
Zet rs=cn.execute|30L)

end if
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<%

set cn=server.createobject (" ADODE.connection™)

set nl=server.createobject|"Novinifzar.clsLocallewvice™)

ch.open S0Leonl

AQL="SELECT thMails.ID, thMails.iubject,thMails.decured, thMails.digmed, thMails.CreateDate, s
I" thMails.Readed, thPersons.FNane, thPersons.LName "& _

"FROM thMails INNEE JOIN thPerzons ON thMails. SenderIDl = thPersons.ID & _

"WHERE thMails.ReceiwerID = "gsession("UserID™)&" order by CreateDate desc™

zet ra=cn.execute(30L)

while not rs.eof
Ead
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